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EN/IEC60870 Configuration basics

General

The EN/IEC60870 Code Generator is the program that takes all the information entered in an Excel
sheet and generates the STRATON application program code. Optionally the program can in addition be
compiled, downloaded and started to run in the RTU32.

User Interface

The Code generator user interface is designed to be simple.

A normal user should only use the Generate bottom to activate the code generation. The code generator
provides 3 possibilities;

* Generate new or update an existing EN/IEC60870 application and download it directly to your RTU32.

* Generate new or update an existing EN/IEC60870 application and start STRATON WorkBench for
edition and creating additional application program.
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simplifying process
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EN/IEC60870 Configurator for RTU32

Block Diagram
The figure below shows Configurator tool components and their links.

XML Database file

MS Excel sheet

RTU32 EN/IEC60870 Code Generator
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Excel Sheet

The EN/IEC60870 driver parameters, variables and ASDU types are entered by the user in an Excel
sheet. Brodersen provide a standard Excel sheet for setting up all necessary parameters in an RTU32
driver, but you can if required define or use your own Excel sheet if you meet some basic syntax
requirements.

RTU32 EN/IEC60870 Configurator Elements

EN/IEC60870 Code Generator

The EN/IEC60870 Code Generator is the STRATON program generator which takes user configuration
values defined in a MS Excel sheet and build up a STRATON program, download it to the RTU32 and
get it started. As the Code Generator uses the STRATON compiler, it is required that the STRATON
WorkBench is installed on your PC.

XML Database File

All standard STRATON code including basic driver settings and functions, and definitions of Excel
sheet data readings are stored in a XML file.

The database XML file does include almost all settings used by the Configurator Tool — formatted and
in clear text. An experienced user can enter own special configuration parameters to this XML file.
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Supported EN/IEC60870 Drivers in the Configurator

The present configurator supports the following EN/IEC60870 drivers;
e EN/IEC60870-5-101 Slave.
e EN/IEC60870-5-104 Server.

The RTU32 EN/IEC60870 Interoperability documents define all driver parameters supported by the
EN/IEC60870 Configurator program.

The Interoperability does NOT reflect the basic STRATON link driver options as the application layer is built
up in STRATON and supports almost any possible function defined in the EN/IEC60870-5-101 and -104

standards.
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Work Flow
When developing an EN/IEC60870 Driver in the RTU32, the work flow would be as shown below;

Open the Excel sheet

.

Enter the basic driver settings;
= STRATON Project nam
Driver type e.g. EN/IEC60870-5-104 Server

Link IP address

List the ASDU types and variables e.g.;
= Single point information (SPI)
Variable name INPUT_1_alarm
IOA (Information object address)
Time tag type
Physical I/0O link e.g. input 1

.

Open the Code generator

Select to generate project code, download it direct to
RTU32 and run it

or
Select to generate project code and open STRATON
WorkBench for editing

(Will generate new project and programs if not existing or
edit existing project)
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EN/IEC60870 Configurator for RTU32

MS Excel File — the User Interface

Work Sheet Structure

BRODERSEN

simplifying process

The Excel file will include minimum 2 work sheets; Main and specific driver data configuration

Work Sheet - Main

In the Main work sheet all basic driver setting are entered — see figure below:

B3 Microsoft Excel - IEC60870_DEMO.xls

i) Bler Rediger Ys Indsest Formater Funioner Data  Windue Himelp Skriv et spargsmél -
B EHR OSBRI FE &R F0 o8 s -6

P ® g @ g s | @By g | ¥ Besvar med sndringer... Afsiut gennemsy

Pal - 10 v|r‘rg EEB/. 000 %2 5% &vévl
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| 1 |General Project Information Used for: Comments 1
| 2 [XML file CARTUIZYECEDS70. 1l Used XML configuration file

| 3 |Straton project CARTUIZ2\ProjectMECE0E70dema STRATOM praject A

| 4 |IP address 192.168.100.243:502 RTU32 communication settings (for STRATON programming)

| 5 |Main Program Type |IECE0870_101 Select Client/Slave driver | |

| & |Main Program Mame IEC101 |

| 7 |Use UCT time False 101404 not implemented in time tags

& | 1

| 9 |Select/Execute timeout (sec) B0 101104

| 10 |Command Timeout (sec) 120 104 only

| 11 |COA size 1 101 only |1 0r2

| 12 |I0A size 2 101 only |1 20r3

| 13 |Add orginator field False 101 only

| 14 |COM port COM2 101 anly

| 16 |Baudrate 9600 101 anly

| 16 |Slave link address size 1 101 anly

| 17 |Slave link address i} 101 only 1..255

| 18 |Shaort Pulse Length (ms) 500 1014104

| 19 |Long Pulse Length (ms) 5000 01404

20

| 21 |Mumber of Priority Queues 4 1.7

| 22 |K parameter 12 104 only | | |

| 23 W parameter g 104 only | | | L
| 24 |Allowed clients "IP1;IP2;.IPB"  "192.168.100.1,192.188.100.2,192 168.100.143" 104 only with 10 t1,12 13 for each connection

| 25 |Active Switch Over True 104 only

7% S — — 5
K4 MA\Main { Varisbles £ arka / < el
iTeging~ by [augfigwer- N\ N DO M Al @@ d-2-A-==3 @ ﬂ!

Klar
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Work Sheet example- 104
The work sheets after the Main define the specific driver data settings:

EI Microsoft Excel - IEC60870_DEMO. xIs =13
@J Eler Rediger Vs Indsest Formster Funktioner Data  Vindue Hielp Skriv et spargsmél .8 X
NSk 3G SBATE B9 8z e~ @ [ 6 - F & u|=E=E %m0 "
HIE " .2 e R R B A3 | [ By (§4 | ¥ Besvar med sndringer.,, Afsiut gennemsyn,,
C1 - f Signal type
E £ (0 T T e I e e M T o ] p J @ | R [ 3 | @&
| . | b | . | b | . | . | . | i |
el
& G
ol i :
25 & o (28 s / # . & €
& . e . -
i < e & .- s Lk
2 Variables | | [ [ | [ Hardware address for Varl
3
4] |SendSP o 1 1 7 | RTU320igo2 |~ 0 | DI | I 0
| 5 | SendDF Di2 DI3 1 2 7
[ | CmdSingle Dot 1 1001 7 False RTU32Digl02 0 Do G 0
| 7 | (CrmdDouble 0oz Do3 1 2001 7 Falze
1 8 | SendStepPos | 5TP1 1 5 Fi
[ |SendStepPos  STP2 | 1 7 Z | | |
10| [Crodhii CMVNT | 1 502 | 7 False _ 1
Ex [CrndMyI CMWN2 | 1 503 | 7 T
12
113 | SendhdvM b/ 1 550 7 0.5 12
| 14 | SendhdvM hel/h 1 1 551 7 0.5 14
15 | |Sendhdvh MVHZ | 1 552 | 7 | 05 | [ 15
16 (CrndhdF ChivF1 2 02 | 7 False
| 17 | | CrodBitString CBSTR1 2 G602 | 7 |False
18 | |SendIntTotals IntTot1 | 1 13| 20
119 | ' SendintTotals IntTat2 | 1 o3 3 20
|20 | |SendlntTotals IntTot3 | 1 05 | 7 | 20
1 21| CrdRegStep MyRCO 1 444 False
| 22 | SendhvF h4/F 1 1 642 7 25
| 23 | SendBitString BITSTR1 1 B56 7
|24 |CreateBOOL WyBOOL
125 | |CreateDINT hyDINT |
26| END | ] _ | | _ _ _ _ [ m
M4 v W Main Y, Variables  Arka /- ; i ; o ' ; J£3 =
_§Tegning' L | Autgfigurer~ N\ W [ O A ‘ﬂf;ﬂ 8] a|&'ﬁ'A'E == = [ ﬂ!
Klar
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Code generator

(i RTU32 IEC60870 Code generator V1.0

I show Debug Information Generata |

12-12-2006 12:45:33 Atkaching to EXCEL

le generator

I Dowriced Gernrate

| 5oMD | DM | Mvid_Diin | Mviy_cMD Gererated Code | Martoop | Genint| ManEnd | sngecma | Doublecma | Setpontcmany | LH I

PATONZRE, TRCEOST0, xml A [Bandlel0d, DINT, e o
Tnitialiced, BOOL
ASDU, SINT, 258, .,

0 Aedulen, SINT, 0 pr, ™" "7,
HyGetASDY, GetASDUD, ., (0 ™™, "7 "
Ct nieber My IEC 1048 sy, 182 1048ecverl P
fginacor address CommandValid, Boct, , .., """,
I| piress CLdDateTin LINT, b0 e ™™, """
Ty RequestedTame, LINT, Tl L
TALSE, T Tine CurrentTime, LINT, .

TRUE, /f Liog ASDO's Commandpe Layed, DINT, , ., ",
SINTHLS, £/ el timecut ShApTame, LINT, o ppos " ™" ""
SINTHIA, £ el cimeout la=p0, BIWT, 2, e e

0 #¢ €] tineout p10_, BOOL, .\ s

Bnd 10104 :=Hy TES 10480 v . RandLes LBusstatus, WORD, ., ., "%, "RTUIZDAgI0", " [Version=] Module=D IOType= 'ST' Da A

D10, B00T. o o 04 ", "RTUHIDLI0N, " (Version®1 Modules) IOTypes ‘DI’ DataTypes
J Send EndOFInicialiszatisn BY1,BOOL, , .0y, " =", * [Veeaion™] Module® T0Type='' DabtaTypes'' BitWe=)"*
B33, 800K, .., "%, "7, " [(Veraion=] Module= 10Type='' DataTypes'' Bitho=)"
ASDULO) :=SINTEI0;  // Typeld B13, DAL, #", "7, " [Versiorsl Modules IOTypes'' DataTypes'' BitNo=s)"
aspuf1] 1) Variskle Seroct gealifier DI4, 3000, ¢ 0040 " ™", " [VeEaion®]l Module® IOType™'' DataType™'' BatWo®)"
ASDULZ] 1) Giiad oF CEansulsnibn B15,BO0L, , .0y, "%, =", " [Veeaion] Module® IOType='' DabaTypes'' BitWe=)"
Aspull) /4 Ovginator address D18, 8O0L, , .., "0 ", " (Peenionm] Module= IOType='' DataType='' Bitho=)"
AzDULA] sint [mod (any_te_dint (10),2561) 34/ COA D16, BOOL, ", TRTID2DAgIO”, " | #1 Modul IdType= 01" pe
Aspu[S) ta_mant (any_to _dint (10) /256 ; /4 con D17, 0L, FIU320LgI07, " (Versions]l Modules0 I0Type= 'DI' DataType
ASDUTE1i=SINTHO:  // 10A ¥ B0l BO0L, 0 p s, """, " [Veraion®] Module® TO0Type='' DabaType='' BitMo=)"
t ¥ < 3
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The code generator is using all the data and settings defined in the Excel sheet to generate a STRATON
application program. All settings and references for the code generation which is not defined in the Excel
sheet are defined in the XML database file. See XML database file section for details.

Code Generation Details

When you activate the code generation it will search for the STRATON project defined in the Excel sheet. If
there is a STRATON project, it will open it and ADD the EN/IEC60870 driver code to this project in
Structured Text (ST).

If there is no existing STRATON project, the generator will create a new project according to the name
defined in the Excel sheet.

Code generation status and compiling/download status will be listed in event log windows.
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General

The XML file is a database file for the Code Generator. It includes more or less all settings for the Code
Generator which are not entered in the Excel sheet.

XML File Structure

The XML file is divided in 3 basic sections;
e XML file section <Main code>

e XML file section <FunctionBlocks>

e XML file section <SignalTypes>

e XML file section <Macros>

XML File Section <Main code>
This section includes;
e All main code for the different EN/IEC60870 driver types supported by the Configurator.

* Details of Excel user input file. Specifications like work sheet name, row and columns where data is
stored.
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XML File Section <FunctionBlocks>
This section includes;
e  STRATON function blocks for the supported ASDU data types

XML File Section <SignalTypes>

This section includes;

* Definitions of the different variable types in STRATON

* Definitions of all the ASDU types supported by the Configurator.

XML File Section <Macros>

This section includes macros for non systematic parts like;
* Macros for TimeTag handling

e Macros for Select and Execute functions.
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The RTUS32 supports the latest EN/IEC60870-5-104 protocol specification, that include:

Enhanced functions for the EN/IEC60870-5-104 Server

Up to 6 redundancy groups
. Each redundancy group has up to 8 prioritized transmission data queues.
. Each redundancy group is generated in a separate Excel sheet.

Each redundancy group support up to 6 Client connections
. The Clients are specified as allowed IP connections.
*  Timing setting can be adjusted individually for each Client connection

e  The EN/IEC60870-5-104 Server support up to 6 local COA’s. This means that the RTU32 can be given up to 6 different
COA addresses which is assigned in the IOA list in the Excel sheet.

Data transmission in Reverse Direction
. The actual Server link connection can receive and monitor data send in reverse direction — just like it was working as a
Controlling Station (Client).
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